Creating a TrueCrypt USB Volume Partition
These Instructions will create a full volume encrypted disk on a USB or passport disk. Note that this isn’t recommended. TrueCrypt itself will give you a warning that it is better to create a security container on the USB drive. This will allow you to have non encrypted files on the drive as well. I also recommend that you do this, so that in the non-encrypted area you can carry the TrueCrypt installation program, ready to install when you are using another PC that doesn’t already contain this software. If you are using a container the default volume name for the container will be ‘Data file volume’. If you are using a full formatted USB disk, then the device will be attached as one drive, e.g. drive e, and you will attach the encrypted drive as another file letter. This can be whatever you want. See instructions below for attaching the drive. 
1)
Start the TrueCrypt Program


The following screen will appear
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2)
Click on the Create Volume Button


The following screen will appear
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& Create an encrypted file container

Creates a virtual encrypted disk within a file. Recommended for
inexperienced users.

More information

" Encrypt a non-system partition/drive

Encrypts a non-system partition on any internal or extemnal drive
[e.a. aflash drive). Optionally, creates a hidden volume.

" Encrypt the system partition or entire system drive

Enciypts the partition/drive where YWindows is installed. Anyone
who wants to gain access and use the system, read and write
files, etc., will need to enter the correct password each time
before Windows boots. Optionally, creates a hidden system

More information about system encruption

Mext > Cancel




3)
Click the ‘encrypt a non-system partition/drive’ radio button

Click the next button


The following screen will appear
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& Standard TrueCrypt volume

Select this option if you want to create a normal TrueCrypt
volume.

" Hidden TrueCrypt volume

It may happen that you are forced by somebody to reveal the
password to an enciypted volume. There are many situations
where pou cannot refuse to reveal the password [for example,
due to extortion). Using & so-called hidden volume allows you to
solve such situations without revealing the password to your
volume.

More information about hidden volumes

Help < Back Cancel





4)
Click the ‘Standard TrueCrypt volume’ radio button


Click the next button


The following screen will appear
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,—LI Select Device...

W Never save history

Encrypted device-hosted TrueCrypt volumes can be created within
partitions on hard disks, solid-state drives, USE memary sticks, and on
any other supported storage devices. Partitions can also be encrypted
in place.

In addition, encrypted device-hosted TrueCrypt volumes can be
created within devices that da not contain any partitions (including
hard disks and solid-state drives)

Note: & device that contains partitions can be entirely encrypted in
place [using & single key] only if it is the drive where Windows is
installed and from which it boots.

< Back Iext Cancel




5)
Click the ‘Select Device’ button


A list of your physical devices will be displayed. Select the USB drive and click ok


You are returned to the above screen 


You can now click the next button
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TrueCrypt Volume Creation

IMPORTANT: We strongly recommend that inexperienced users create a TrueCrypt file container on the selected
device/partition, instead of attempting to encrypt the entire device/partition.

“When you create a TrueCrypt file container [as opposed to encrypting a device or partition] there is, for example. no nisk
of destroying a large number of files. Note that a TiueCrypt file container [even though it contains a virtual enciypted
disk] is actually just like any normal file. For more information, see the chapter Beginner's Tutarial in the TrueCrypt User
Guide

Are you sure you want to encrypt the entire device/partition?

Yes





The following Warning will be given 

6)
Click the yes button 

The following screen will be displayed
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& Create encrypted volume and format it

This is the fastest way to create a partition-hosted or
device-hosted TrueCiypt volume (in-place encryption, which is
the other option, is slower because content of each sector has to
be first read, encrypted, and then wiitten). Any data currently
stored on the selected partition/device will be lost (the data will
MNOT be encrypted:; it will be overwritten with random data). If you
want ta encrypt existing data on a partition, choose the other
aption.

" Encrypt partition in place

The entire selected partition and all data stored on it will be
encrypted in place. If the partition is empty, you should choose
the other option [the volume will be created much faster]

Cancel

Help < Back




7)
If this is an empty volume then Click the ‘create encrypted volume and create it’ radio button. If it has files on it you can encrypt these at the same time as encrypting the drive by checking the other radio button. I have found however it’s quicker to copy these files off to the C drive, encrypt the entire volume then copy them back again. As they are copied back they will be encrypted anyway. Remember to delete and clear the recycle bin after moving these files. 


Click the next button


The following screen will appear
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Encryption Options

~ Encryption Algarithm

e Test
FIPS-approved cipher (Rijndael, published in 1998) that may be
used by LS. government departments and agencies to protect

classified information up to the Top Secret level. 256-bit key,
128-bit block, 14 rounds [AES-256). Mode of operation is XTS.

More information on AES Benchmark

Hash Algarithm

RIPEMD-160 ~| Information on hash slqorithms





8)
Leave all encryption options to default and click the next button


The following screen will appear
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Size of \Device\Harddisk5'\Partitiont is 14.42 GB

Please verify that the size of the selected device/partition shaown
ahove is comect and click Next

Help < Back

Cancel





9)
Click the next button


The following screen will appear
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Volume Password

Password: |
LConfirm: —

I Use keyfiles e
Keyfiles..
I~ Display password

Itis very important that you choose a good password. You should avoid
chaosing ohe that contains only a single word that can be found in a
dictionary (or a combination of 2, 3, or 4 such words). It should not
contain any hames or dates of birth. It should not be easy to quess. &
good password is a random combination of upper and lower case
letters, numbers, and special characters, such as @ = § * + etc. We
recammend choosing a password consisting of more than 20 characters
[the longer, the better). The maximum possible length is 64 characters.

Help < Back Cancel




10) Enter the password you intend to use when this USB stick is loaded. Note that the recommendation is for a password of more than 20 characters. You may think this an overkill, however I would recommend to use a phrase at least rather then a single word from a dictionary that can be broken with a ‘Brute force’ hacking program. 


Click the next button


The following screen will appear. 
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C Yes
& No

Do you intend ta store files larger than 4 GB in this TrueCrypt volume?

Note: Depending on vour choice above, TrueCrypt will choose a
suitable default file system for the TrueCrypt volume [you will be able
to select a file system in the next step).

Help < Back

Cancel




11) The only time you may want to store a file larger than 4GB is a database file or your mail PST file. I would therefore suggest you leave this at No and just click the next button. 

The following screen will appear. 
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Volume Format

~ Options

Filesystem |[FAT  ~|  Cluster|Defaul ~| T~ Quick Format

Random Pool: F79F93ESCEAL3DTAI34DT610ES320F9F.. ¥

Header Key:
Master Key:
[ Abort
Duns[ | Speed| Left|

IMPORTANT: Move your mouse as randomly as possible within this
windaw. The longer you move it, the better. This significantly increases
the cryptographic strength of the encryption keys. Then click Format ta
create the volume.

Help < Back

Cancel





12) Move the mouse around within the box as much as you like. You will notice the random pool data changing all the time. As the details state the more you move the mouse the more complex the strength of the encryption so move the mouse for 20-30 seconds at least. 


Then click on the format button. You will now get a general warning screen. 


Click yes to proceed
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CAUTION: ALL FILES CURRENTLY STORED ON THE SELECTED PARTITION “Device\Harddisk54Partition1' (E
‘MY USB3)WILL BE ERASED AND LOST (THEY WILL NOT BE ENCRYPTED]!

Are you sure you want to proceed with format?






This is followed by a description text on mounting the formatted volume 

Click ok
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To mount this volure. click AutoMount D evices' i the main TrueCiypt window (altemativel. n the main TrueCypt
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13)
The disk will now be formatted. Note that this can take a long time. As a test I formatted a full volume on a 16GB USB stick. The machine used was a dual core processor with 4 GB Ram using a high speed USB2 connection with nothing else running apart from antivirus. The format itself took 1 hour 40 mins. 


A screen is displayed showing the process of the format. On completion a volume created screen is displayed

Click Exit to exit the program.

Mounting a TrueCrypt USB Volume Partition
When you insert a TrueCrypt formatted, USB volume partition, the USB device will appear in your browser as a removable disk, and it will be on the first drive letter available, i.e. usually E. If you try to expand this, the system will ask you to load a disk on the drive. You will not see any files, not even the encrypted partition, nor will you be able to access anything through this drive letter. 

This entry in your browser is merely the device reference and is only used if you want to reformat the drive back to NTFS or FAT. Be aware that if you do this, you will lose all files in the encrypted partition. 

To access the encrypted files, you need to access the encrypted partition through another drive letter. When you do this for the first time, you do have the option of informing the system to remember your request, so that every time you load your machine it will automatically load the encrypted Volume. It will not however remember the password. For security, you will be prompted each time you load your machine.

1)
Start the TrueCrypt Program


The following screen will appear
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2)
Click on the Select Device button


The following screen will appear
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3)
Select the Partition on the removable device you created. Do not choose the removable device itself. 


Click on the ok button. 


You will be returned to the main screen with the partition inserted into the volume field. 


Double click on the drive letter in the upper portion of the screen that you wish to use for this partition. The system will now display the load screen and ask you for the password as follows.
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Enter the password


The TrueCrypt main screen will be redisplayed with the drive loaded as follows
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4)
Highlight the loaded partition in the top panel of the screen, and click on the Favourites menu on the menu bar. 


On the drop down menu select ‘add mounted volume to favourites’


The following screen will now be displayed

5) 
Highlight the mounted volume and check the ‘mount selected volume as removable medium’ and ‘mount selected volume when its host device gets connected’ fields.

Click ok to return you to main TrueCrypt menu.


Then click Exit. 

Using a TrueCrypt USB Volume Partition
From now on each time you switch on your computer, if the USB device is plugged in, you will be presented with the panel to enter the password as follows. 


The encrypted volume will then be loaded and can be used as any normal device. 

To use the encrypted volume Partition, just copy files to this partition or edit/run files directly from the partition. E.g. if you have the partition loaded as the F drive, access them directly from this drive. TrueCrypt performs On-the-fly encryption, meaning that data is automatically encrypted right as it is saved and decrypted right as it is loaded, without any user intervention. 
Warning

TrueCrypt have not implemented any 'backdoor' (and have stated they will never implement any even if asked to do so by a government agency), because it would defeat the purpose of the software. TrueCrypt does not allow decryption of data without knowing the correct password or key. They cannot recover your data because they do not know and cannot determine the password you chose or the key you generated using TrueCrypt. The only way to recover your files is to try to "crack" the password or the key, but it could take thousands or millions of years (depending on the length and quality of the password or keyfiles, on the software/hardware performance, algorithms, and other factors). If you find this hard to believe, consider the fact that even the FBI was not able to decrypt a TrueCrypt volume after a year of trying.

Do not forget your passwords

