Encryption using BoxCryptor
BoxCyptor is an alternative method of encrypting data to Truecrypt. BoxCyptor will create a folder containing files encrypted by the program, and mount that folder as a drive. Unlike Truecrypt, you can see the folder and the files within it through a normal explorer window. You can also delete any files held there, and add any files direct to the folder. If you add in this manner they will not be encrypted however. Files stored in the folder through the BoxCryptor drive will be encrypted automatically so always copy to the drive letter, e.g. the Z drive.


There is also a file created used to hold the Key data called the keyfile (.encfs6.xml). This is needed by BoxCryptor. This file holds all information required for encrypting and decrypting your data. If the file gets lost or overwritten, you will lose access to your data! Sadly, because you can access the folder directly, this file can be deleted, Then its bye bye data.
BoxCryptor does however have several redeeming features. It has been specifically designed with the cloud and mobile computing in mind; and when asked for a location for the encrypted folder the program has, as possible options, Google drive, Dropbox and skydrive. There is also an app available to access the folder directly through an iphone or an android phone. Additionally, unlike Truecrypt, you don’t need to unload the drive letter from the folder to allow online synchronisation to occur, as the folder is seen as a normal folder and doesn’t require exclusive locks by the encryption software. 
Finnally, although the software states that the free version will only allow one encrypted folder attached as a drive, it doesn’t mention the fact you can have as many encrypted folders as you like, all with different passwords, if you so require. The only real restriction is you can only have one loaded at a time. However it is a simple matter to unload one and load another through the BoxCryptor program. 
1) Start the BoxCryptor program. This will load an icon to your quick start menu on the bottom right of your screen.

Right click on the BoxCryptor icon and select ‘Preferences’


The following screen will appear
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BoxCryptor Folder
The BoxCryptor Folder is a regular folder where BoxCryptor stores encrypted files

Location of the encrypted folder

—

BoxCryptor Drive

‘You can use the BoxCryptor Drive to access files in your BoxCryptor Folder.
BoxCryptor automatically encrypts and decrypts the files as needed.

BoxCryptor Drive should use the following drive letter:






On this screen you can click the advanced mode to get more options. This would allow you to change various options such as the encryption method for this folder. 
2) Click on create new


The following screen will appear
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Create a new BoxCryptor Folder

This assistant helps you to create a new BoxCryptor Folder. & BoxCryptor Folder is a regular folder
where BoxCryptor will store encrypted files. If you are storing files in the Intemet, you can use
BoxCryptor to secure your data before it leaves your computer. Simply choose a location which is
synced to the Intemet (e.g. your Dropbox folder).

Choose the location for the new BosCryptor Folder:
o) c Diopbox @ o Google Diive
© & Skdive O - Custom

A Please select 2 valid location.





3) Check the radio button for the cloud service you intend to use. This will decide the local folder the BoxCryptor folder will be placed in.


Click the next button


The Screen will redisplay with the path of the folder. This will be in your local ‘my documents folder ‘ in the relevant subfolder for the cloud service requested.


Note if you specified custom, you can specify any folder you like. In this way you can have several BoxCryptor folders each with its own password. 


You will also have a new field to enter the name of the folder you are going to create. By default this will be BoxCryptor, but again you can change this to anything you like


Click the next button


The following screen will display
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Choose the drive letter

BoxCryptor creates a virtual drive with a drive letter of your choice. You can use the BoxCryptor Drive
to access files in your encrypted folder and work with those files just as with any other regular file.
BoxCryptor automatically encrypts and decrypts the files.

Only files stored in the BoxCryptor Drive will be protected by BoxCryptor. Files which are stored in the
BoxCryptor Folder will not be encrypted.





4) You are being asked what drive you wish to load this folder as to give you direct access to the files. The system will start at drive Z and take the next available free drive letter by default.


Click the next button


The following screen will display
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Create a password

BoxCryptor secures the encrypted files with the password entered here. It is recommended to use a
secure password with at least 6 characters including numbers and symbols.

IMPORTANT: It is absolutely not possible to restore or reset your password in case
you do not remember it anymore! If you forget this password. the data of your
encrypted files will be lost!

Please make sure not ta forget this password! We recommend to wiite it down on paper and store it in
a secure place [e.g. in a safe).

New password:

feeoece™ &

Il Show password

¥ Remember this password





5) You are now being asked for the password which will be required to load this folder as a drive. Note that this folder is unrecoverable if you forget the password. 


Enter the password of your choice and click the finish button.


The following screen will appear. 
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Congratulations

‘You have successfully created a new BoxCryptor Folder! Now simply store your
files in the BoxCryptor Drive and BoxCryptor will automatically encrypt your files.

‘You also want to access your encrypted files on your mobile devices? Scan this
OR-code and get our mobile BoxCryptor apps for i0S and Android for free!

IMPORTANT: We urgently recommend to immediately make a backup of the key file
that was just created in your BoxCryptor Folder. This file holds all information
required for encrypting and decrypting your data. If the file gets lost or overwritten,
you will loose access to your datal

Create a backup of my configuration file

More information

Open the new BoxCryptor Drive after finishing the wizard.





6) Follow the instructions of the screen if you wish to access your files through a mobile phone. 


The screen is asking if you wish to make a backup of the key file. BoxCryptor will use the password you supply and the keyfile together to encrypt any data you are going to put in this folder. By default the keyfile is created within the BoxCryptor directory. It needs to be here so that the receiving person can just enter the password to access the folder and decrypt its contents. However, anyone accessing this folder in unencrypted mode, i.e. just opening the folder without access through a drive letter will see the files even though they ant read them. This also means they can delete any file within the folder, including the keyfile itself, so the system is now asking if you wish to backup this keyfile so you can restore it in case of deletion. It’s always a good idea to create a backup. 


Click on the backup button and a screen is displayed asking you for a name and location of the backup file. 
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7) Once you have saved the backup, explorer will open the drive letter you have requested to load your folder as. Several PDF files will already have been placed there to explain its use. If you change your explorer view to show hidden and system files you will see some other files as well. Do not delete. Leave these in the folder. 
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When you look at this folder through the drive letter (in this case Z) you can open the files without problem even though they are encrypted. For example opening one of the PDF files will open adobe and allow you to read the document. If on the other hand you open the actual folder, e.g. my documents/dropbox/BoxCryptor.bc, you will see the same files but will not be able to open them. You will receive a message saying the file is damaged because it is encrypted. 

If you add any files to my documents/dropbox/BoxCryptor.bc they will be unencrypted. If you add any files to the Z drive, they will be encrypted. SO always use the Z drive to place files in this directory. You can open the directory b y right clicking on the BoxCryptor icon in the quick start area of the screen and selecting ‘open’.


If you drag and drop any file to the Z drive, it will be encrypted when it is placed here. Similarly, if you drag and drop and file from this drive, say for example to the desktop, it will be unencrypted. 


If you have more than one encrypted folder, to unload one and load another, just 
Right click on the BoxCryptor icon and select ‘Preferences’ and when the main screen appears click on the advanced button. The following screen will appear

[image: image8.png]Sd=|) @ 7 BE O 7 e

New || Add Remove || Mourt Unmount || Enterserial  Bup ~ Mabil || Settings Simple Help
|| rumber Now Apps Mode

— BoCupo 2)
7 Ciouments snd Setingstadiny Docunets\Diopbor BanCyplo2e

BoxCryptor (2] Automount:  Yes  Filenames:  Plaintext
P Clbocmats s saigsadintly DocumensDephBsCoptozi Mo Yoo Moot AES25






Highlight the folder that’s mounted, in this case Z and click the unmount icon at the top of the screen. You can then click on the Mount icon, to mount an alternative folder you may have or the new icon to create yet another encrypted folder and mount is. Again remember they don’t have to all be in the Dropbox folder, they can be anywhere. Also note that you can have as many encrypted folders as you want in a single physical folder, so for example you could have a Dropbox folder holding three or four encrypted Dropbox folders, all with different names and passwords. In this way you can limit access to certain files to certain users you share your Dropbox with. 

