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ECCP Data Security –Policies
Note that not all security options available, are included in our policy as there has to be a balance between what should be done to reduce our exposure to risk whilst not over-reacting so much that the systems become unmanageable and prevent us from doing our work.

For a full description of the IT security options evaluated, plese see the ‘Report and recoomendaitons’ document. 

General Policies

.
Passwords used to access PCs, applications, databases, etc. should be of sufficient strength to deter password cracking or guessing attacks. A password should include numbers, symbols, upper and lowercase letters. Password length should be at the very minimum 6 characters. Passwords based on repetition, dictionary words, letter or number sequences, usernames, or biographical information like names or dates must be avoided.
.
Personnel who leave the Project should be removed immediately from mailing lists and access control lists. 
.
Staff should ensure that callers to the office or other unauthorized persons are unable to view personal or sensitive information displayed on PC monitors, etc.
.
All staff should ensure that PCs are logged off or ‘locked’ when left unattended for any period of time.

.
Where possible, staff should be restricted from saving files to the local disk. Users should be instructed to only save files to their allocated network drive.
.
All machines and devices will be cleaned down according to the details outlined in the ‘ ECCP Security and encryption report’, prior to disposal. Where personal machines have been used, it is the owner’s responsibility to ensure you have conformed to this policy as a condition of using your own machine for work. 
Additional Policies for Mobiles Ipads and Tablets

.
Where mobiles, Ipads and tablets are used for accessing or storing confidential data, even for just emails, they should all have both the Sim_lock and the phone_lock password set.
.
Whenever confidential data is stored or accessed through a mobile device, Phone encryption must be used. 

.
Whenever confidential data is stored or accessed through a mobile device, a Remote wipe application such as Kaspersky mobile security or Kaspersky Tablet security should be installed in case of loss or theft.

Additional Policies for personal Laptops

.
When Personal laptops to be used for work related activities they must have both a BIOS and logon password set. Passwords to conform to the general Policy on passwords
.
All confidential data relating to the project must be held in an encrypted container file on the laptop.

Additional Policies for Apple Macs
.
Due to the susceptibility to errors, and refusal by apple to fully support their own functions, or to take responsibility for data loss and recovery when using the firmware function, this facility should only be used at the owners risk. Apple machines should not be used for any form of work, or to hold confidential data without consulting Samy or Mike. 

Additional Policies for portable Media

.
Wherever confidential data relating to the project is held on a USB stick or passport drive, it must be held in an encrypted container file. This can be either a TrueCrypt container or a default encryption container provided as part of the device. When purchasing an encrypted device, please check with Samy or Mike that the encryption conforms to the policy. 

.
Backups should no longer be made to CD/DVD portable devices. They are too easy to misplace or not be disposed of properly. All Backups should be made to encrypted USB or ‘disk passport style’ devoices which should be encrypted. All current backups on CD’s should be collected and destroyed. 

Additional Policies for email

.
Work related emails containing confidential information should always use the work email address. i.e. <username>@eccp-ywam.org.uk Do not use web based mail applications for confidential mail or attachments. 

.
Work related emails downloaded to the outlook client will reside in a PST file within an encrypted container to secure the data and attachments. 

.
Standard unencrypted email should never be used to transmit any data of a personal or sensitive nature. Departments that wish to use email to transfer such data must ensure that personal or sensitive information is encrypted either through file encryption or through the use of a secure email facility which will encrypt the data (including any attachments) being sent. Use of 7-zip encrypted attachments is acceptable.
Additional Policies for Internet use

.
Dropbox and other social networking sharing services, like Google drive, Microsoft SkyDrive and others, promise safekeeping of your documents and the use of encryption methods, but the recent security breach as highlighted by the BBC recently shows the dangers of using such sites at present. Additionally, apart from Spideroak, employees at all such online storage sites have access to your data. NEVER store a confidential file directly to this type of drive. If you have to store any information in the cloud for portability, then encrypt the files first on your machine using TrueCrypt then store that encrypted container inside your dropbox, Google drive or other online storage space.



If you are intending to access these files through an iphone or an android phone then use Boxcryptor instead, as this already provides the relevant apps to unlock the encryption.


Note that if you create an encrypted container with Truecrypt, in the online folder copy that exists on your machine, you will need to unload it from the drive attachment within TrueCrypt, to allow synchronisation to occur. This restriction isn’t an issue with Boxcryptor. 

.
Never send or access mail or data over an unsecured wireless network, i.e. one that doesn’t require you to enter a WPA or WPA2 security code. 
